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Abstract
Visually-aware recommender system (VARS) has become increas-
ingly prevalent in various online services by integrating visual
features of items to enhance recommendation quality. However,
VARS introduces new security vulnerabilities and malicious attack-
ers can perform visual shilling attacks to manipulate recommenda-
tion lists via uploading generated images with visually impercepti-
ble perturbations. While prior research has explored such threats
to help service providers enhance their systems, existing visual
shilling attack methods still suffer from uncontrolled pixel-space
perturbation, energy dispersion dilemma and semantic misalign-
ment in reference selection. In this work, we present Semantic-
Constrained Diffusion Adversarial Generation (SC-DAG) for visual
shilling attacks. SC-DAG overcomes key limitations of previous
methods by focusing perturbations on semantically meaningful
image regions through contour-aware segmentation, guiding ad-
versarial generation in latent space using a conditional diffusion
process, and performing a hybrid reference image selection strat-
egy that balances popularity and semantic similarity. Extensive
experiments on performing visual shilling attacks against multiple
VARS models show that SC-DAG achieves state-of-the-art attack
performance in elevating target items’ ranking, while maintain-
ing strong perceptual indistinguishability and minimal impact on
overall recommendation performance of the system. Our work of-
fers insights into leveraging structured semantic priors for more
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sophisticated adversarial manipulations against VARS and also high-
lights the necessity for developing more robust VARS models re-
silient to visual shilling attacks. We provide our implementation at
https://github.com/KDEGroup/SC-DAG.
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1 Introduction
Recommender system (RecSys) has evolved into critical compo-
nents of the digital economy, mitigating information overload by
enabling personalized interactions across e-commerce platforms,
social media, and content ecosystems [23, 39, 44, 45]. By modeling
user behavior patterns and item metadata, RecSys brings mutual
benefit via facilitating users’ decision-making processes and in-
creasing revenue for service providers. Despite that conventional
collaborative filtering [39] has demonstrated its effectiveness in Rec-
Sys, it still faces significant challenges in addressing data sparsity
and cold-start scenarios. These limitations are particularly acute in
visually-intensive domains [18] such as fashion recommendation
and interior design, where user preferences are heavily influenced
by aesthetic sensibilities and contextual factors that cannot be fully
captured from interaction history.
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To address these, Visually-Aware Recommender System
(VARS) [11, 18] has emerged, leveraging visual signals (e.g., color,
texture, spatial composition) to guide RecSys. VARS not only en-
hances recommendations of long-tail items with limited interac-
tions but also enables nuanced modeling of aesthetic preferences.

Nevertheless, VARS may introduce new, potential security vul-
nerabilities. RecSys typically allows user-generated content. For
instance, a merchant can upload item images to better illustrate
items and attract customers. Attackers can exploit this mechanism
and perform visual shilling attacks. They can inject visually im-
perceptible perturbations into item images [25]. The manipulated
item images are then uploaded legally, causing the system to mis-
judge their relevance and expose them to unintended customers,
increasing the sales of the target items. Fig. 1 illustrates such an at-
tack: a perturbed item image triggers erroneous recommendations,
amplifying the item’s visibility to customers.

Recently, much effort has been devoted to designing new visual
shilling attack methods to reveal the vulnerability of VARS and help
service providers improve their systems. Early studies [10, 28, 29]
adapt existing image classification attack frameworks such as
FGSM [10] and PGD [29] to attack VARS. However, these vision-
centric approaches inherit the classification-oriented goal of label
manipulation, whereas VARS attacks require addressing the distinct
objective of distorting ranking lists in recommendation processes.
Therefore, recent works opt to design ranking-specific adversar-
ial strategies. For example, AIP [25] introduces the "hook item"
framework, where attackers select highly popular items as visual
reference points. By perturbing a target item’s image to mimic the
hook item’s features, the method fools VARS into ranking target
items as if they were popular ones. IPDGI [5] generates adversarial
images by first creating an optimized perturbation for the target
item’s image to align its features with popular items. This pertur-
bation is then combined with Gaussian noise in a diffusion model’s
reverse process, guided by conditional constraints such as visual
consistency, to iteratively generate the final adversarial image.

Despite their success, existing methods still face three problems:
• P1: Uncontrolled Pixel-Space Perturbation: Prior methods
like AIP and IPDGI apply adversarial noise directly in the pixel
space without spatial or structural constraints. The perturbed
image has semantically irrelevant regions (e.g., backgrounds)
with conspicuous anomalies such as chromatic distortions and
irregular patterns, severely compromising attack stealth.

• P2: Energy DispersionDilemma: Uniform perturbation across
the entire image distributes attack energy indiscriminately, dilut-
ing its effectiveness. To achieve desired ranking manipulation,
somemethods [5, 25] resort to inflating perturbation magnitudes,
which exacerbate visual aberrations and reduce the plausibility
of adversarial examples.

• P3: Semantic Misalignment in Reference Selection: Meth-
ods like AIP prioritize popularity for selecting reference items,
assuming high-utility features from popular items are universally
transferable. However, they neglect semantic compatibility be-
tween reference and target items, leading to incongruous feature
fusion and suboptimal adversarial guidance. For example, when
the target item is a keyboard, using the image of the popular
item iPhone as a feature source is unreasonable.
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Figure 1: An example of visual shilling attacks against VARS.

(a) Original (b) AIP (c) IPDGI (d) SC-DAG

(e) Original (f) AIP (g) IPDGI (h) SC-DAG

Figure 2: Comparisons between original/generated images.

The limitations highlighted above are also visually evident in
Fig. 2. Specifically, images generated by AIP (Fig. 2(b) and Fig. 2(f))
and IPDGI (Fig. 2(c) and Fig. 2(g)) often contain visually unnatural
textures and distorted color patterns, particularly in background ar-
eas or along item boundaries. These artifacts not only reduce stealth
but also undermine user trust in RecSys. The above limitations reveal
a fundamental gap in current research on visual shilling attacks: the
overemphasis on adversarial effectiveness at the expense of attack
stealth. To address this issue, in this paper, we propose Semantics-
Constrained Diffusion Adversarial Generation (SC-DAG) for Visual
Shilling Attacks against RecSys. The goal of SC-DAG is to balance
attack efficacy and attack stealth. It has three key contributions:
• Semantically Constrained Perturbation Masking: SC-DAG
generates precise foreground masks to strictly confine adversar-
ial perturbations to item-specific semantic features. This strategy
eliminates unintended modifications to backgrounds or irrele-
vant regions, directly addressing the uncontrolled pixel-space
distortions in prior works (P1).

• Latent Diffusion-Based Adversarial Generation: Unlike
pixel-space methods, SC-DAG pioneers adversarial generation
in the latent space through a diffusion-based framework. By en-
coding item semantics into conditional vectors, SC-DAG guides
noise evolution along structural priors during denoising, embed-
ding adversarial signals within intrinsic item attributes while
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preserving background textures. This design decouples perturba-
tion magnitude from visual fidelity, resolving the energy disper-
sion dilemma (P2). To our best knowledge, SC-DAG is the first
latent diffusion based visual shilling attack method.

• Feature-Aligned Reference Selection: SC-DAG introduces a
hybrid reference selection strategy that combines item popular-
ity with visual feature similarity. By retrieving popular items
exhibiting high semantic overlap with target items, SC-DAG
enhances adversarial feature transferability while avoiding mis-
matches inherent in selection approaches that only consider
item popularity. This method ensures the semantic alignment
between target items and popular items (P3).

Extensive experimental results on representative benchmarks
and VARS demonstrate that SC-DAG can achieve strong attack
power comparable to existing visual shilling attack methods while
exhibiting greater invisibility. Our work offers insights into lever-
aging structured semantic priors for more sophisticated adversarial
manipulations against VARS and highlights the necessity for devel-
oping more robust VARS models resilient to visual shilling attacks.

2 Problem Definition
Visual shilling attacks aim to generate visually imperceptible per-
turbations to the target item to manipulate its recommendation
ranking and promote the target item. We consider a merchant-
driven attack scenario in e-commerce platforms:
• Attacker Capability:Malicious merchants can upload adversar-
ially modified images but cannot manipulate user interactions or
system parameters. We assume the visual encoder in VARS is pre-
known, following prior works on visual shilling attacks [5, 25].
The visual encoder of VARS is the primary attack target, as per-
turbations aim to alter latent representations of target items.

• Defense Awareness: Adversarial images must bypass both au-
tomated content moderation and human scrutiny, necessitating
the generation of highly imperceptible adversarial images.
For a target item 𝑖 with its original image 𝑥𝑖 ∈ R𝐻×𝑊 ×3 where

𝐻 is height,𝑊 is width and 3 indicates the number of channels, the
goal of visual shilling attacks is to synthesize an adversarial image
𝑥𝑎𝑑𝑣 via a perturbation operator Q. By replacing 𝑥𝑖 , 𝑥𝑎𝑑𝑣 makes 𝑖
appear more frequently in users’ top-𝐾 recommendation lists.

A successful visual shilling attack approach should achieve the
following three goals simultaneously:

Target ExposureMaximization: The core objective is to optimize
Q to generated 𝑥𝑎𝑑𝑣 = Q(𝑥𝑖 ), such that the average Hit Rate at 𝐾
(HR@𝐾 ) of 𝑖 across all users U is maximized:

max
Q

1
|U|

∑︁
𝑢∈U

I (𝑖 ∈ top-𝐾 (𝑓𝑢 (𝑥𝑎𝑑𝑣))) , (1)

where 𝑓𝑢 (·) is the ranking function of VARS for user 𝑢, mapping
items to predicted relevance scores, and I(·) is the indicator function
(1 if true, 0 otherwise).

Visual Stealthiness: To avoid being detected, the operator Q must
ensure minimal deviation between 𝑥𝑎𝑑𝑣 and 𝑥𝑖 :

min
Q

Diff(𝑥𝑎𝑑𝑣, 𝑥𝑖 ), (2)

where Diff(·, ·) is a similarity-aware metric capturing perceptual
and semantic differences in image space.

System Robustness Preservation: To prevent significant degra-
dation in VARS’s overall performance, the attack must minimally
affect the ranking quality for non-target items, which refer to
items that are not modified by adversarial perturbations. Let
HR@𝐾non-target (𝑓 ) represent the average Hit Rate at 𝐾 across all
users and non-target items under the original VARS 𝑓 . After replac-
ing 𝑥𝑖 with 𝑥𝑎𝑑𝑣 , the deviation in HR@𝐾non-target should satisfy:���HR@𝐾non-target (𝑓 ) − HR@𝐾non-target (𝑓 adv)

��� ≤ 𝜏, (3)

where 𝑓 adv is the attacked VARS with 𝑥𝑎𝑑𝑣 replacing 𝑥𝑖 and 𝜏 is a
small tolerance threshold ensuring negligible impact on non-target
item rankings. The above constraint ensures that the attack fo-
cuses on elevating the visibility of the target item 𝑖 without broadly
disrupting VARS’s ability to recommend other items effectively.

3 Our Method SC-DAG
3.1 Overview
As depicted in Fig. 3, SC-DAG consists of three coordinated parts: (1)
semantics-aware perturbation localization guided by item contours
(Sec. 3.3.1), (2) conditioned diffusion generation with adversarial
guidance (Sec. 3.3.2), and (3) reference-optimized attack refinement
(Sec. 3.4). Its innovation lies in strategically concentrating perturba-
tions on semantically meaningful regions through a novel contour-
conditioned diffusion mechanism, which fundamentally solves the
stealth-compromising limitations of existing approaches.

SC-DAG is a latent diffusion [32] based visual shilling attack
model. Its workflow initiates with semantic segmentation to extract
precise item contours from original item images. These structural
features are encoded as conditional vectors to guide the diffusion
process, ensuring that generated perturbations adhere to the item’s
intrinsic shape semantics. During the reverse diffusion process,
SC-DAG injects adversarial gradients into latent representations to
align features with those of high-exposure reference items. Mean-
while, semantic contour conditions preserve the item’s structural
integrity, guiding perturbations toward visually salient regions. Ad-
ditionally, the diffusion trajectory is constrained by contour-aware
semantic conditioning, which preserves the structural fidelity of
the target item. This coordinated strategy enables SC-DAG to sub-
tly embed recommendation-sensitive perturbations into visually
coherent regions to maximize exposure gains without compro-
mising perceptual realism. To maximize attack effectiveness, we
further implement a hybrid reference selection mechanism that
aligns adversarial patterns with high-exposure reference features
from popular items, balanced by semantic relevance regularizers to
preserve characteristics of the target item.

3.2 Architecture of SC-DAG
SC-DAG is a visual shilling attack model and based on latent diffu-
sion [32]. The basic idea is to progressively add noise to degrade
the data, and then train the model to learn how to reverse this
process and generate data from noise. The training process can
be divided into two stages: the forward diffusion process and the
reverse diffusion process.
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Figure 3: Overview of SC-DAG.

Suppose that the original data is 𝑥0; in the forward process, by
iteratively adding noise, a series of intermediate states 𝑥1, 𝑥2, . . . , 𝑥𝑇
is generated. This step can be defined by the following formula:

𝑞(𝒙𝒕 |𝒙𝒕−1) = 𝑁 (𝒙𝒕 ;
√︁
1 − 𝛽𝑡𝒙𝒕−1; 𝛽𝑡 𝐼 ), (4)

where 𝛽𝑡 is a hyperparameter that controls the amount of noise. By
repeatedly applying the above step, we can transform the original
data 𝑥0 into 𝑥𝑇 , which is close to pure noise.

The training objective is to learn how to reverse the above pro-
cess, i.e., gradually recovering the data from pure noise. The re-
verse diffusion process is approximated by a parameterized model
𝑝𝜃 (𝑥𝑡−1 |𝑥𝑡 ), which estimates the true distribution of generating
𝑥𝑡−1 from 𝑥𝑡 . We can express it as:

𝑝𝜃 (𝒙𝒕−1 | 𝒙𝒕 ) := N (𝒙𝒕−1; 𝜇𝜃 (𝒙𝒕 , 𝑡) , 𝜎𝜃 (𝒙𝒕 , 𝑡)) , (5)

where 𝜇𝜃 and 𝜎𝜃 indicate mean and standard deviation, respectively.
The training objective becomes:

L𝐷𝑀 = E𝑥0,𝜖,𝑡
[
∥𝜖 − 𝜖𝜃 (𝒙𝒕 , 𝑡)∥2

]
, (6)

where 𝜖 is the added noise, and 𝜖𝜃 (𝑥𝑡 , 𝑡) is the predicted noise.
Based on the above diffusion process, latent diffusion model

further introduces an autoencoder E. The original image is first
compressed and encoded to generate a low-dimensional represen-
tation 𝑧0, which is then used as the input. The generated result is
then decoded by a decoder 𝐷 to reconstruct the image. The data
space where the compressed 𝑧0 resides is called the latent space,
and 𝑧0 can be referred to as the latent vector.

One strength of latent diffusion model lies in its conditional
mechanism, which allows the addition of extra guiding information
to generate the desired images, enabling the convenient introduc-
tion of various types of conditions (text, category, layout, etc.). The
corresponding objective function can be written as follows:

L𝐿𝐷𝑀 = EE(𝑥 ),𝑦,𝜖∼N(0,1),𝑡
[
∥𝜖 − 𝜖𝜃 (𝒛𝒕 , 𝑡, 𝜏𝜃 (𝑦))∥22

]
, (7)

where 𝑦 represent the extra conditional data, and 𝜏𝜃 is a domain-
specific encoder mapping𝑦 to an intermediate representation 𝜏𝜃 (𝑦).

3.3 Semantics-conditioned Diffusion
Generation

Existing adversarial attacks on VARS typically extract global im-
age features using pre-trained encoders. However, such methods
indiscriminately encode both item foregrounds and backgrounds,
leading to two critical issues: (1) Ineffective Perturbation Allocation:
Background features (e.g., indoor scenes, decorative patterns) dom-
inate the extracted representations but contribute little to affecting
the recommendation. Adversarial perturbations thus waste energy
modifying irrelevant regions. (2) Compromised Stealthiness: Exces-
sive background alterations (e.g., distorted textures) may alert users,
violating the imperceptibility requirement of adversarial attacks.

To handle these issues, we propose to guide perturbations to
focus on item foregrounds by leveraging semantic segmentation.
Inspired by the conditional generation capability of latent diffusion
model, we extract contour features from item images and inject
them as structural guidance during adversarial generation. This
implicitly leads perturbations to pay close attention to semantically
meaningful regions (e.g., clothing shapes, electronic item outlines),
maximizing attack impact while preserving naturalness.

3.3.1 Semantic Segmentation and Contour Feature Encoding. To
guide adversarial perturbations to focus on semantically critical
regions, we first extract item contour features through semantic
segmentation. Given an image of the target item 𝑥0 ∈ R𝐻×𝑊 ×3,
we generate a binary mask 𝑥𝑚 ∈ {0, 1}𝐻×𝑊 using the pre-trained
DeepLabv3 model [4] with ResNet-101 backbone. The mask labels
foreground (item region) as 1 and background as 0. The masked
image 𝑥0⊙𝑥𝑚 (element-wise multiplication) is encoded into a latent
vector c ∈ R𝐷𝑐 via a pre-trained encoder E :

c = E(𝒙0 ⊙ 𝒙𝒎). (8)

The above masked encoding focuses on essential visual features
in the item foreground (e.g., textures and contours) while suppress-
ing irrelevant background noise.
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3.3.2 Conditioned Diffusion with Contour Guidance. At each dif-
fusion step 𝑡 , the contour condition 𝑐 is injected into UNet via
modified cross-attention layers:

Attention(𝑄,𝐾,𝑉 ) = softmax
(
𝑄𝐾𝑇
√
𝑑

)
𝑉 ,


𝑄 =𝑊

(𝑖 )
𝑞 · 𝜙𝑖 (𝒛𝒕 )

𝐾 =𝑊
(𝑖 )
𝑘

· 𝒄
𝑉 =𝑊

(𝑖 )
𝑣 · 𝒄

(9)
where 𝜙𝑖 (𝑧𝑡 ) is the flattened intermediate feature of the UNet at
layer 𝑖 , and𝑊 (𝑖 )

𝑞 ,𝑊
(𝑖 )
𝑘
,𝑊

(𝑖 )
𝑣 are learnable projections.

To ensuremulti-scale structural consistency, we further inject the
contour condition 𝑐 into residual blocks after each downsampling
layer, reinforcing foreground semantics across UNet hierarchies.

By explicitly conditioning the diffusion process on item con-
tours, we enable precision-targeted adversarial perturbations that
simultaneously achieve the following two goals:
• Amplify attack impact by concentrating modifications on seman-
tically salient regions.

• Preserve visual stealth through contour-constrained generation
that maintains background integrity.
The adversarial reverse process is formalized as:

𝑝𝜃 (𝒛𝒕−1 | 𝒛̂𝒕 , 𝑐) : = N
(
𝒛𝒕−1; 𝜇𝜃 (𝒛̂𝒕 , 𝒕, 𝒄), 𝜎𝜃 (𝒛̂𝒕 , 𝒕, 𝒄)

)
𝒛̂𝒕−1 = 𝒛𝒕−1 + 𝐺𝑡︸︷︷︸

Attack driver

(10)

where the attack driver 𝐺𝑡 injects recommendation-sensitive per-
turbations by hijacking feature responses in the recommender’s
visual encoder and exploiting latent semantic correlations between
item contours and user preference patterns. This gradient is applied
after each denoising step, modifying 𝑧𝑡−1 before the next iteration.

The semantic condition continuously guides perturbation allo-
cation throughout denoising. Specifically, by encoding the masked
foreground image into a latent contour vector 𝑐 , and injecting it
into both the attention modules and residual blocks of UNet, the
model implicitly learns to concentrate generation dynamics on the
foreground regions of the item.

Instead of explicitly restricting perturbations using binary masks
in the pixel space, SC-DAG leverages the contour condition to
shape the diffusion process in the latent space. This leads to a
denoising trajectory where visual changes naturally emerge along
semantically meaningful boundaries (e.g., item edges, textures, and
shape contours) while irrelevant regions (e.g., backgrounds) remain
largely untouched. As a result, perturbations appear coherent and
visually plausible, aligning with human perception and maintaining
attack stealth. SC-DAG enforces semantic constraints by injecting
contour conditions into the denoising network, enabling structure-
aware generationwith precise perturbation localization. Sec. 3.4 will
detail how 𝐺𝑡 dynamically aligns perturbations with high-impact
reference features to maximize target exposure.

3.4 Reference-guided Adversarial Generation
To enhance the attack impact on target item exposure, we propose a
hybrid reference selection strategy that balances historical popular-
ity and semantic relevance, coupled with a regularized adversarial
gradient injection mechanism.

3.4.1 Hybrid Selection of Reference Image. For a target item, we
first retrieve the top-𝐾 candidate items ranked by their historical
interaction frequency. To avoid the semantics mismatch between
the target item and the reference item, we augment the selection
criteria with cross-modal similarity:
(1) Popularity Score: Rank candidates by interaction counts.
(2) Visual-semantics Score: Compute CLIP-based [30] embed-

ding similarity between images of the target item and candidate
items.

(3) Hybrid Selection: Combine the two metrics with a balancing
factor 𝛼 . Since the popularity and semantic similarity scores
lie in disparate value ranges, we normalize them to ensure
numerical comparability during hybrid selection.
Let 𝑥0 denote the target item image and 𝑥𝑖 denote a candidate

image from the historical top-𝐾 popular items. We define the nor-
malized popularity score as:

Popnorm (𝑥𝑖 ) =
Interact(𝑥𝑖 )

max𝑥 𝑗 ∈Top-𝐾 Interact(𝑥 𝑗 )
, (11)

where Interact(𝑥𝑖 ) is the number of user interactions for item 𝑥𝑖 .
The CLIP-based visual-semantic relevance between 𝑥𝑖 and 𝑥0 is

measured using cosine similarity, which is further normalized to
the range [0, 1]:

Semnorm (𝑥𝑖 ) =
1 + cos(𝑓CLIP (𝑥𝑖 ), 𝑓CLIP (𝑥0))

2
, (12)

where 𝑓CLIP (·) denotes the CLIP image encoder.
The hybrid reference score combines the two normalized metrics

using a balancing factor 𝛼 ∈ [0, 1]:

𝑥𝑟 = arg max
𝑥𝑖 ∈M

(
𝛼 · Popnorm (𝑥𝑖 ) + (1 − 𝛼) · Semnorm (𝑥𝑖 )

)
, (13)

where M indicates the candidate images from top-𝑘 items. Eq. 13
ensures 𝑥𝑟 is both highly popular and semantically aligned with 𝑥𝑡 ,
avoiding guidance bias from ambiguous clustering.

3.4.2 Regularized Adversarial Gradient Injection. Before computing
the attack gradient, we first estimate the clean latent representation
𝑧0 from the current noisy latent 𝑧𝑡−1 at each step, using the standard
denoising formula [14]:

𝒛̃0 =
1

√
𝛼𝑡

(
𝒛𝒕−1 −

√
1 − 𝛼𝑡 · 𝜖𝜃 (𝒛𝒕−1, 𝑡)

)
, (14)

where 𝛼𝑡 =
∏𝑡
𝑠=1 (1 − 𝛽𝑠 ) denotes the cumulative noise sched-

ule, and 𝜖𝜃 is the denoising prediction from the diffusion model.
The above estimation provides a differentiable latent variable to
compute the adversarial gradient.

During the reverse diffusion process (from 𝑧𝑡 to 𝑧𝑡−1), we inject
perturbations by aligning generated features with the reference
image’s high-level semantics while preserving the target item’s
intrinsic attributes. To guide the latent diffusion process toward
generating recommendation-sensitive features, we design a com-
posite loss function that balances adversarial effectiveness and
semantic consistency. Specifically, we define the adversarial loss at
each diffusion step as:

Lattack = − cos(𝑓𝑟 , 𝑓𝑔) + 𝜆 · ∥ 𝑓𝑔 − 𝑓o∥22, (15)
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where 𝑓𝑟 = 𝑓ResNet (𝑥𝑟 ) is the visual embedding of the selected
high-popularity reference image, 𝑓𝑔 = 𝑓ResNet (D(𝑧0)) is the fea-
ture representation of the generated image, and 𝑓o = 𝑓ResNet (𝑥0)
corresponds to the original target. The objective combines a cosine
similarity term to enforce alignment with the reference (𝑓𝑟 ), and a
regularization term weighted by 𝜆 to preserve consistency with the
original image (𝑓o), thereby ensuring both adversarial effectiveness
and visual fidelity.

To control the magnitude of the adversarial update, we scale the
gradient of the loss with respect to the estimated latent variable:

𝐺𝑡 = 𝑠 · ∇𝒛̃0Lattack, (16)

where 𝑠 is the hyper-parameter to control attack strength.
To enhance the alignment of the adversarial latent features with

high-exposure reference items, the computed adversarial gradient
𝐺𝑡 is directly injected into the denoised latent vector 𝑧𝑡−1 after each
sampling step, as shown in Eq. 10. This lightweight latent-space up-
date strategy steers the generation toward semantically aligned and
popularity-sensitive regions, without modifying model’s learned
denoising distribution

Although the adversarial gradient 𝐺𝑡 is not directly masked or
spatially filtered, the structure of the latent features at each denois-
ing step is already influenced by the contour condition 𝑐 . Since
the entire UNet is conditioned on the item foreground via 𝑐 , the
intermediate latent representations 𝑧𝑡 exhibit higher feature den-
sity and semantic activity in the foreground regions. Consequently,
the computed gradient𝐺𝑡 also tends to emphasize perturbations in
these regions. Such an indirect control mechanism allows SC-DAG
to guide adversarial effects toward item-relevant features without
requiring explicit spatial masks on gradients. This way, SC-DAG
ensures that the generated perturbations remain localized, mean-
ingful, and stealthy.

By iteratively applying this reference-guided reverse diffusion
process from 𝑧𝑇 to 𝑧0, we obtain the optimized latent representation
𝑧0 that encodes both contour fidelity and adversarial patterns. The
final adversarial image is reconstructed through the pretrained
decoder D:

𝑥𝑎𝑑𝑣 = D(𝒛̂0). (17)
The decoding stage inherently preserves background consis-

tency through two complementary mechanisms. First, the contour
condition 𝑐 constrains spatial modifications to the item foreground
during latent space optimization (Sec. 3.3.2). Second, the regulariza-
tion term ∥ 𝑓𝑔 − 𝑓o∥22 in Eq. 15 limits deviation from original image’s
visual semantics. Together, they ensure that the generated adver-
sarial image 𝑥adv closely resembles 𝑥0 in background regions while
embedding subtle, recommendation-relevant perturbations within
item contours, fulfilling the stealthiness objective defined in Sec. 2.

4 Experiment
4.1 Experimental Settings
4.1.1 Dataset. In the experiments, we use two real-world datasets
for visual recommendation research: Amazon Men’s Clothing1 and
Tradesy.com2. These datasets are publicly available and have been
extensively used in studies of VARS [11, 18, 25]. Tab. 1 provides
1http://cseweb.ucsd.edu/~wckang/DVBPR/AmazonMenWithImgPartitioned.npy
2http://cseweb.ucsd.edu/~wckang/DVBPR/TradesyImgPartitioned.npy

Table 1: Statistics of Datasets

Dataset #Users #Items #Interactions

Amazon Men 34,244 110,636 254,870
Tradesy.com 33,864 326,393 655,409

the statistics of the two datasets. The Men’s Clothing category is
a subset of the Amazon dataset, and the effectiveness of its visual
features has been validated in previous work [20, 33]. Tradesy.com
is a C2C second-hand fashion marketplace where users can buy and
sell fashion items. We randomly select ten unpopular items from
each dataset as attack targets and one item as non-target item for
comparison. These items were excluded from the training phase of
VARS. Following prior works [18, 25], we convert numerical ratings
into binary form to represent implicit feedback and split the remain-
ing interacted items (exclude selected target and non-target items)
of each user 𝑢 into (𝑁𝑢 − 2) : 1 : 1 for training/validation/test sets
when training and validating VARS. 𝑁𝑢 is the number of remaining
interacted items of 𝑢.

4.1.2 Baselines. We use two representative visual shilling attack
approaches as baselines: Adversarial Item Promotion (AIP) [25]
and Image Promotion via Diffusion-Generated Items (IPDGI) [5].
Both of them are designed to manipulate the ranking of the target
item. We also report the results of target items when no visual
shilling attack is performed so that we can quantitatively assess the
promotion of target items caused by visual shilling attack methods.
We call this method “No Attack”.

4.1.3 Victim Visual Recommender Systems. Following prior work
on visual shilling attacks [25], we select three representative VARS
models as victim systems to evaluate the attack effectiveness: (1)
VBPR [11]: A seminal visually-aware recommender system that in-
tegrates CNN-extracted visual features with user/item latent factors
to address the cold-start problem. (2) DVBPR [18]: An end-to-end
deep model that simultaneously learns visual features from raw
images and user preferences, enhancing performance in fashion-
related scenarios. (3) AMR [36]: A robust VARS model that extends
VBPR by incorporating adversarial training, improving resistance
to visual perturbations. The implementation and parameter settings
of these models are based on the open-source library3. Aligned with
Liu et al. [25], we adopt an industry-standard two-stage recommen-
dation framework to enhance evaluation effectiveness. The first
stage employs a BPR model [31] for candidate item selection, while
the second stage utilizes one of the aforementioned victim VARS
for fine-grained ranking.

4.1.4 Evaluation Protocol. To evaluate the performance of visual
shilling attack methods, our experiment considers three key di-
mensions: attack effectiveness, stealthiness, and impact on overall
system performance. In terms of evaluation metrics, both attack
effectiveness and the top-𝐾 recommendation performance of the
system are quantified using Hit Rate at 𝐾 (HR@𝐾). Specifically,
the effectiveness of the attack is assessed by comparing changes in
metrics before and after replacing original target item images with
generated images. A greater increase w.r.t. HR@𝐾 of the target

3https://github.com/liuzrcc/AIP
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Table 2: Comparisons of attack performance on three VARS. Numbers in bold indicate the best results.

Dataset Visual-Aware
Recommender System HR@K (a) (b) (c) (d) Improvement ↑(%)

No Attack AIP IPDGI SC-DAG a→d b→d c→d

Amazon
Men

VBPR
5 0.0026 0.0279 0.0034 0.0287 1003.85 2.87 744.12
10 0.0044 0.0619 0.0056 0.0628 1327.27 1.45 1021.43
20 0.0078 0.1271 0.0093 0.1282 1543.59 0.86 1278.49

DVBPR
5 0.0008 0.0497 0.0014 0.0668 8250.00 34.41 4671.43
10 0.0019 0.1051 0.0030 0.1292 5800.00 22.97 4306.67
20 0.0043 0.1869 0.0059 0.2156 4916.28 15.35 2654.24

AMR
5 0.0018 0.0128 0.0020 0.0132 633.33 3.13 560.00
10 0.0037 0.0147 0.0031 0.0149 302.70 1.36 380.65
20 0.0053 0.0167 0.0047 0.0170 220.75 1.80 261.70

Tradesy.
com

VBPR
5 0.0035 0.0049 0.0030 0.0064 82.86 30.61 113.33
10 0.0076 0.0115 0.0063 0.0124 63.16 7.83 96.83
20 0.0157 0.0241 0.0151 0.0226 43.95 -6.22 49.67

DVBPR
5 0.0039 0.0477 0.0064 0.0603 1446.15 26.44 842.19
10 0.0085 0.0753 0.0093 0.0873 927.06 15.93 837.63
20 0.0168 0.1132 0.0181 0.1250 644.05 10.42 590.06

AMR
5 0.0030 0.0085 0.0026 0.0115 283.33 35.29 342.31
10 0.0072 0.0181 0.0057 0.0231 220.83 27.62 305.26
20 0.0153 0.0360 0.0099 0.0448 192.81 24.44 352.53

item indicates a more effective visual shilling attack, while smaller
fluctuations in terms of HR@𝐾 of non-target items suggest minimal
disruption to the overall recommendation performance of VARS.

Furthermore, to evaluate the visual stealthiness of the generated
item images, we adopt Fréchet Inception Distance (FID) [13] as the
evaluation metric. FID measures the distributional difference in
feature space between the generated images and the original ones.
A lower FID indicates higher visual similarity and thus stronger
perceptual indistinguishability of the generated images.

The evaluation procedure is as follows. We first train VARS based
on the settings in [25]. We then compute the HR@𝐾 values for both
target items and non-target item. Next, we perform visual shilling
attacks to generate corresponding adversarial images for target
items. These generated images are used to replace the original
target item images and injected into the system to observe their
influence on recommendation outcomes during the inference stage
(the recommendation phase). The effectiveness and stealthiness
of each attack method are evaluated by comparing the changes in
HR@𝐾 and FID scores.

4.1.5 Implementation Details. Regarding the implementation of
attacks, AIP is reproduced using parameters from its open-source
library4, and IPDGI is implemented strictly following the algorithm
described in its paper [5]. For SC-DAG, a pre-trained latent encoder-
decoder network from Stable Diffusion v2 Inpainting5 is used as the
core generation framework. Semantic segmentation is performed
using the DeepLabv3 model with a ResNet-101 backbone6. The
adversarial image generation involved an iterative optimization

4https://github.com/liuzrcc/AIP
5https://huggingface.co/stabilityai/stable-diffusion-2-inpainting/blob/main/512-
inpainting-ema.ckpt
6https://pytorch.ac.cn/hub/pytorch_vision_deeplabv3_resnet101/

process with 𝑡 = 51 steps. Other hyperparameter settings for SC-
DAG included 𝑠 = 300, 𝛼 = 0.5 and 𝜆 = 0.1.

4.2 Analysis of Attack Effectiveness
Tab. 2 provides the attack results of No Attack, AIP, IPDGI and
SC-DAG against VBPR, DVBPR and AMR.

From the results, we can see that SC-DAG consistently outper-
forms all baselines across nearly all settings. For example, when
attacking the DVBPR model on the Amazon Men dataset, SC-DAG
improves the HR@5 of target items from 0.0497 (AIP) to 0.0668,
representing a 34.41% improvement. Similarly, when attacking the
VBPR model on the Tradesy dataset, SC-DAG achieves a 113.33%
relative gain over IPDGI. These observations confirm the effective-
ness of SC-DAG’s structured and semantic-aware perturbations,
which facilitate better feature alignment with high-exposure items.

IPDGI exhibits weaker performance compared to AIP and SC-
DAG. One reason is its reliance on globally injected noise and
the lack of precise perturbation localization. Its diffusion-based
noise blending compromises both adversarial strength and feature
consistency, leading to diluted attack power.

In summary, SC-DAG integrates semantic-guided perturbation,
latent space diffusion, and hybrid reference alignment into a unified
attack pipeline, yielding substantial improvements in target expo-
sure across diverse recommendation datasets and VBPR models.

4.3 Analysis of Attack Imperceptibility
To assess the visual imperceptibility of adversarial images, we cal-
culate FID to quantify the perceptual similarity between generated
and original images. Tab. 3 provides the results on both datasets.
From Tab. 3, we can observe that SC-DAG achieves the lowest FID
scores: 18.34 on Amazon Men and 24.24 on Tradesy. Its FID scores
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Table 3: Lower FID scores indicate a higher degree of simi-
larity between generated and original images. Improvement
percentages show SC-DAG’s gains over the best baseline.

Dataset Attack Method FID↓ Improvement↑

Amazon Men
AIP 177.72

89.68%IPDGI 434.24
SC-DAG 18.34

Tradesy.com
AIP 164.97

85.30%IPDGI 299.80
SC-DAG 24.24

Table 4: Comparisons of HR@5 on non-target items before
and after the attack. Values closer to those of No Attack
indicate less damage to VARS.

Dataset/Recommender No Attack AIP IPDGI SC-DAG

Amazon Men/DVBPR 0.0183 0.0181 0.0183 0.0182
Amazon Men/VBPR 0.0197 0.0194 0.0198 0.0197
Amazon Men/AMR 0.0218 0.0215 0.0221 0.0217

Tradesy.com/DVRPR 0.0805 0.0792 0.0805 0.0796
Tradesy.com/VBPR 0.0226 0.0227 0.0226 0.0227
Tradesy.com/AMR 0.0123 0.0123 0.0125 0.0122

significantly outperform AIP (177.72 and 164.97) and IPDGI (434.24
and 299.80). The significant improvement is owing to the design
of SC-DAG, which localizes perturbations to foreground semantic
regions while preserving background fidelity through latent-space
manipulation.

Examples of generated images in Fig. 2 further illustrate the gap
between SC-DAG and baselines. Adversarial images produced by
AIP and IPDGI often contain unnatural edges or color distortions,
making them more detectable to users or systems. In contrast, SC-
DAG retains the overall structure, texture, and visual coherence
of the original item images, enabling stealthy attacks that evade
both automated and manual inspection. These examples confirm
that SC-DAG offers a superior stealth-utility trade-off, achieving
high attack efficacy without compromising visual realism, a crucial
requirement for conducting successful visual shilling attacks.

4.4 Analysis of Attack Impact on Overall
Recommendation Performance

Beyond attack power and imperceptibility, SC-DAG also ensures
that the overall recommendation performance of the system is
unaffected. Tab. 4 shows that all three attack methods AIP, IPDGI
and SC-DAG induce minimal change in HR@5 scores for non-target
items, with deviations generally within ±1.5%. The observation
suggests that they can affect the targeted item’s ranking while
preserving the overall recommendation performance of the system.

SC-DAG achieves competitive stability of VARS compared to AIP
and IPDGI. For example, SC-DAG causes a drop of only -0.5% w.r.t.
HR@5 when attacking the DVBPR model on Amazon Men, and no
change arises when it attacks the VBPR model on Amazon Men.
Notably, IPDGI exhibits the least disturbance to system-level per-
formance across several settings, revealing a fundamental tension

(a) Original (b) Mask (c) SC-DAG w/o
mask

(d) SC-DAG

Figure 4: A case study of the semantic segmentation module.

Table 5: Ablation Study of SC-DAG on Tradesy.com (HR@5).

Method VBPR DVBPR AMR

SC-DAG 0.0064 0.0603 0.0115
SC-DAG w/o semantic segmentation 0.0051 0.0336 0.0089
SC-DAG w/o hybrid selection 0.0045 0.0369 0.0086

between attack strength and system impact: more aggressive pertur-
bations may interfere with global item rankings, while conservative
ones ensure stability but limit exposure gain.

SC-DAG strikes a favorable balance. Its use of feature regular-
ization explicitly constrains the deviation of adversarial features
from original semantics, which contributes to both precise target
manipulation and preservation of broader system functionality.

4.5 Analysis of Contribution of Each
Component in SC-DAG

To investigate the contribution of each component in SC-DAG, we
conduct an ablation study on two variations of SC-DAG: the one
without semantic segmentation module (i.e., remove the condition
c in Eq. 9) and the one without hybrid reference selection strategy.
Conditioned diffusion (Sec. 3.3.2) is part of the foundation (i.e., latent
diffusion) of SC-DAG. Removing it breaks the basic architecture of
SC-DAG, we do not verify its impact in the ablation study.

As shown in Tab. 5, removing either of the two modules leads to
a clear degradation in attack effectiveness across all tested VARS
models (VBPR, DVBPR, and AMR) on the Tradesy dataset:

Semantic Segmentation. When the semantic segmentation mod-
ule is removed (SC-DAGw/o semantic), the performance of SC-DAG
drops significantly. For instance, when attacking DVBPR, its HR5
declines from 0.0603 to 0.0336, representing a 44.3% reduction in
exposure promotion effectiveness. This observation indicates that
localizing perturbations to semantically meaningful foreground
regions is crucial for effective adversarial manipulation. Fig. 4(c),
where the lack of semantic masking leads to image noises in back-
ground regions and results in unnatural textures and visual incon-
sistencies, also visually supports the conclusion. In contrast, the
complete SC-DAG (Fig. 4(d)) clearly confines perturbations to item
contours, preserving both aesthetic realism and structural integrity.

Hybrid Selection of Reference Image. When replacing the hy-
brid selection strategy with a simple method that uses the most
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popular item image (SC-DAG w/o hybrid selection), the HR@5
also declines. For instance, when attacking the AMR model, the
performance drops from 0.0115 to 0.0086. This observation shows
that popularity-based reference selection alone leads to suboptimal
feature alignment, as it fails to consider semantic compatibility
between the target and reference items. The hybrid selection mech-
anism in SC-DAG overcomes this by balancing popularity with
visual-semantic similarity, thereby enhancing the transferability of
adversarial signals.

The above study shows that both the semantic segmentation and
the hybrid reference image selection modules are vital to SC-DAG’s
performance. The semantic mask ensures that perturbations are
concentrated on user-relevant visual regions, enhancing stealth and
efficacy, while hybrid reference selection ensures that feature align-
ment is semantically meaningful. Together, they enable SC-DAG to
manipulate item exposure effectively with minimal degradation to
overall recommendation performance and visual quality.

5 Related Work
In this section, we briefly introduce two areas that are close related
to visual shilling attacks against RecSys, including shilling attacks
against recommenders and diffusion models.

5.1 Shilling Attacks against Recommenders
Most existing shilling attack methods focus on manipulating collab-
orative information, i.e., injecting fake user profiles with designed
user-item interactions. Early works adopt data statistics and rule-
based methods such as average attacks [21] and segment-based
injection [1] to construct fake user profiles. Recently, deep learning
techniques such as Generative Adversarial Networks [6, 22, 37]
and deep reinforcement learning [9, 43] have been introduced to
automate the generation of realistic attack behaviors. Some studies
further reduce the data requirement of poisoning attacks [15, 42, 43]
or leverage influence functions to guide the generation of effective
fake profiles [37, 38, 43].

The emergence of VARS introduces the possibility of conduct-
ing shilling attacks by leveraging visual features. VARS integrate
visual signals, such as item images, into the recommendation pro-
cess [3, 11, 17, 18]. They have proven particularly effective in do-
mains where user preferences are significantly influenced by visual
appearance, including fashion and e-commerce recommendation.
Cohen et al. [7] demonstrate that subtle, imperceptible perturba-
tions can be applied to item images to manipulate recommenda-
tion outcomes, using gradient approximation to elevate target item
scores. Building upon this idea, Liu et al. [25] reveal that visually-
guided ranking models are susceptible to adversarially crafted item
images that mimic features of popular items, thereby misleading
the ranker. Chen et al. [5] further propose a guided diffusion model
that integrates adversarial gradients into the generation process,
aiming to align the visual features of target items with those of
high-popularity reference items. Zhang et al. [41] present the SPAF
framework, which leverages structure-preserving constraints to
generate adversarial features that exploit global interaction patterns
in recommender systems.

5.2 Diffusion Models
Diffusion models have demonstrated remarkable potential in gener-
ating realistic samples in various applications like image generation,
video generation and text generation [2, 8, 40]. Typical diffusion
models contain two processes. The forward process maps the data
distribution to a simpler prior distribution. The reverse process
adopts a neural network to gradually denoise and reverse the ef-
fects of the forward process.

Recent advances in diffusion models can be categorized into
four types [2]: (1) Sampling acceleration methods like knowledge
distillation [26] and training-free sampling [35] aim at improving
the sampling speed of diffusion models. (2) Some works consider
designing a new diffusion process to simplify and enhance the
backward processes for neural networks. For example, latent diffu-
sion explores training diffusion models in the learned latent space.
One representative work is Stable Diffusion [32], which learns the
latent space of VAE and trains diffusion models with text as condi-
tional inputs. (3) Likelihood optimization approaches design MLE
training [16, 19, 34] and hybrid loss [27] to enhance the likelihood
training of diffusion models. (4) Some works [12, 24] study how to
bridge distributions to enhance the ability of diffusion models to
bridge arbitrary distributions.

6 Conclusion
In this paper, we propose SC-DAG, a novel adversarial framework
for visual shilling attacks, which effectively balances attack effi-
cacy with visual imperceptibility. By localizing perturbations to
semantically meaningful regions via contour-aware segmentation
and conducting adversarial generation in the latent space through
a diffusion-based process, SC-DAG addresses key shortcomings of
existing approaches, such as uncontrolled noise distribution and se-
mantic misalignment. Additionally, our hybrid reference selection
mechanism enhances attack strength while preserving semantic co-
herence. Extensive experiments demonstrate that SC-DAG achieves
superior performance in promoting item exposure, maintaining
strong perceptual indistinguishability and minimal impact on over-
all recommendation performance of the system. Our work offers
insights into leveraging structured semantic priors for more sophis-
ticated adversarial manipulations against VARS and also highlights
the necessity for developing more robust VARS models resilient to
visual shilling attacks.

In the future, we plan to extend our attack framework beyond
VARS and develop a unified adversarial strategy for multimodal rec-
ommendation systems. By jointly exploiting vulnerabilities across
multiple modalities such as text, image, and audio, we aim to explore
more generalizable attack mechanisms that reflect the complex na-
ture of real-world recommendation environments.
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