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ABSTRACT

Nowadays, Multi-purpose Messaging Mobile App (MMMA) has be-
come increasingly prevalent. MMMAs attract fraudsters and some
cybercriminals provide support for frauds via black market accounts
(BMAs). Compared to fraudsters, BMAs are not directly involved
in frauds and are more difficult to detect. This paper illustrates our
BMA detection system SGRL (Self-supervised Graph Representa-
tion Learning) used in WeChat, a representative MMMA with over
a billion users. We tailor Graph Neural Network and Graph Self-
supervised Learning in SGRL for BMA detection. The workflow of
SGRL contains a pretraining phase that utilizes structural informa-
tion, node attribute information and available human knowledge,
and a lightweight detection phase. In offline experiments, SGRL
outperforms state-of-the-art methods by 16.06%-58.17% on offline
evaluation measures. We deploy SGRL in the online environment
to detect BMAs on the billion-scale WeChat graph, and it exceeds
the alternative by 7.27% on the online evaluation measure. In con-
clusion, SGRL can alleviate label reliance, generalize well to unseen
data, and effectively detect BMAs in WeChat.

CCS CONCEPTS

» Computing methodologies — Anomaly detection; « Security
and privacy — Social network security and privacy.
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1 INTRODUCTION

Nowadays, one single mobile app tends to integrate multiple func-
tionalities. Such Multi-purpose Messaging Mobile Apps (MMMAs)
bring convenience to mobile users. WeChat! is a representative
MMMA with over a billion users. One can use WeChat for text/voice
messaging and voice/video calls, login to mobile games, or use the
digital payment service to directly transfer money to other users.

The great convenience brought by WeChat also attracts cyber-
criminals [23]. They deceive normal users through socializing over
WeChat. After gaining trust, cybercriminals recommend stocks or
illegal gambling so that normal users transfer money to cybercrimi-
nals’ WeChat accounts or reveal their passwords to cybercriminals.
Since malicious socialization and payment take place in one single
app, the time left for normal users to realize the fraud is limited.
The massive profit brought by MMMA frauds expedites the devel-
opment of the black market that supports frauds. As depicted in
Fig. 1, certain cybercriminals create WeChat accounts to sell bulk
quantities of WeChat accounts, bank accounts, phone numbers, na-
tional identification numbers, devices, or IP proxies that can be used
to perpetrate frauds. In this paper, black market accounts (BMAs)
refer to such WeChat accounts that are not directly involved in
frauds but provide support services for frauds. BMAs are the basis
of MMMA frauds. Detecting and banning BMAs can significantly
increase the difficulty of perpetrating MMMA frauds.

This paper illustrates our designed system for the BMA Detection
task (the BAD task) in WeChat. Due to the social nature of WeChat,
we construct a user-user interaction graph and conduct the BAD
task. This way, the BAD task is closely related to Graph-based
Anomaly Detection (GBAD). However, the BAD task in WeChat has
unique properties and it is more challenging than other GBAD tasks:

!https://www.wechat.com/en
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Figure 1: The role of black market accounts in WeChat.

Provide Supports

P1: Huge and diverse data. Massive users with diverse behaviors
are using WeChat. It is a time-consuming and human-intensive
process to manually identify BMA patterns. Even if a few patterns
are found, using them in rule-based detection may not provide
promising results: the diversity of WeChat data (e.g., interactions
with some patterns only occur between certain users) makes it
unlikely that these patterns are ubiquitous in the large graph.

P2: Demand for generalization. New users join WeChat every
day. Hence, the detection system should adapt properly to unseen
accounts. On the other hand, the large WeChat data requires a
strong generalization ability: training should be offline on small
data and later the system can be used online for detecting BMAs
over the large WeChat graph to reduce the cost at detection time.

P3: Lack of labels and great difficulty of manual labeling
due to users’ privacy. Unlike financial fraud/risk detection that
uses financial records after the amortization period as labels [22]
or MMMA fraudster detection that uses victim reports as labels,
labels for the BAD task are mostly unavailable. Moreover, since
BMAs do not directly get involved in frauds, manual labeling is
difficult, let alone its high cost: (1) The behavior types (e.g., chat
and transactions) and behavior frequency of some BMAs, are not
much different compared to other accounts. (2) Private information
like chat content may help increase the accuracy of BMA labeling,
but it is unaccessible in order to protect user privacy.

To combat with BMAs in WeChat, we develop SGRL, a Self-
supervised Graph Representation Learning based BMA detection
system. We summarize our contributions as follows:

C1: An Inductive Graph Neural Network (GNN) encoder for
BMA representation learning. To cope with P1 and P2, we adopt
an Inductive GNN encoder (IG-Encoder) as the backbone of SGRL
to automatically capture rich information in WeChat graph and
reduce the burden of BMA pattern investigation.

C2: Novel structural/attribute encoders based on Graph Self-
supervised Learning (GSSL). To overcome P3, we explore GSSL [12]
to alleviate the reliance on BMA labels and design two types of
encoders for modeling structures and node attributes, two essential
parts in graph data, respectively:

e C2.1: Contrastive structural encoders. We observe that the
surrounding structure (i.e., subgraph) of nodes is important in the
BAD task. Thus, we design two contrastive structural encoder
SSS-Encoder and SS-Encoder to encode the subgraph as a context
into node representation.

e C2.2: A self-supervised node attribute encoder. Some node
attributes are highly correlated with node labels. Hence, we
design a node attribute encoder (SSA-Encoder) and use attributes
as supervision. It captures attribute correlations through our
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designed Graph-based Multi-label prediction task with Missing
Labels (GMML), which benefits the downstream BAD task.

GSSL also helps SGRL handle P2: representation learning and
detection are decoupled in SGRL, and offline trained SGRL on small
data can be used for the online BAD task on the large graph.

C3: An industrial BMA detection system deployed in WeChat.
We deploy SGRL in WeChat with over a billion users. Offline and
online experiments based on the large-scale MMMA data of WeChat
show that SGRL has better detection performance than existing
methods and it can block the supports from BMAs for frauds.

2 OUR SYSTEM SGRL

2.1 Overview

We first construct a user-user interaction graph and extract node

features from WeChat (Sec. 2.2). The graph is used to detect BMAs.
As depicted in Fig. 2, the workflow of SGRL consists of two phases:

pretraining and detection. The core part of SGRL contains four en-
coders: SSS-Encoder, SS-Encoder, SSA-Encoder and IG-Encoder getect-
They are constructed based on an inductive GNN encoder IG-
Encoder (Sec. 2.3). SSS-Encoder and SS-Encoder are contrastive

structural encoders (Sec. 2.4) that capture the structural informa-
tion via maximizing the mutual information between a node and

its surrounding subgraph. Through GMML, SSA-Encoder (Sec. 2.5)

models attribute correlations that play a pivotal role in predicting

BMAs. We train the four encoders simultaneously so that they can

embed nodes into high-quality representations which are later used

for detecting BMAs in the lightweight detection phase (Sec. 2.6).

2.2 Graph Construction and Feature Extraction

BMA detection should not violate users’ privacy. Hence, SGRL cannot
access private information like users’ chat content (text, video or
speech) in WeChat. The data we used is chosen through a strict
investigation process in order to protect users’ privacy.

We construct a user-user interaction graph where each node
represents a WeChat account and each edge indicates that the
connected nodes have some relations (e.g., they are in the same
chat group, they are direct friends, or they have direct transactions).
The graph is homogeneous and multiple relations between two
nodes, if they exist, are merged as one edge. A more complex design
like a heterogeneous graph [29] that distinguishes different node
types and edge types can be used. However, using a homogeneous
graph significantly reduces the number of nodes and edges, which
is important for processing billion-scale accounts. In the meantime,
in our experiments, we observe that using a homogeneous graph
already provides satisfactory detection performance.

For each node, we extract a 7-dimensional binary vector where
0/1 in each dimension indicates the existence/non-existence of an
attribute. Node attributes are designed by human experts and they
may provide clues for detecting BMAs.

2.3 Inductive Graph Neural Network Encoder

We design an Inductive Graph Neural Network Encoder (IG-Encoder)
as the backbone in SGRL. Note that the choice of the core GNN
encoder is orthogonal to the design of SSS-Encoder, SS-Encoder and
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Figure 2: Overview of SGRL. It consists of a pretraining phase and a detection phase.

SSA-Encoder in SGRL, and other GNNs can be used to replace IG-
Encoder. However, in experiments (Sec. 4.2.1), IG-Encoder shows
much better performance than other GNNs for the BAD tasks.

Recall that each node i is associated with a binary attribute vector
a; € R7. We use an attribute encoding mechanism to encode node
attributes. For each attribute in a;, IG-Encoder maintains two f-
dimensional feature vectors initialized from N (0, 1) for its existence
and non-existence. Thus, for each attribute vector a;, IG-Encoder
has 7 feature vectors and we concatenate them to construct the
initial representation vector hgo) € R’/ of the node i.

We adopt the idea of spatial GNNs [21] for IG-Encoder. Firstly,
information from neighboring nodes is aggregated:

(t+1) _ (t) (t

Xy = mean(h PR ,hj*)) h/(é+1) (m) EBy(m) eaz(”l)
(t41) _ () ()

MV max(hj1 e >hj* ) (t+1) =W, h(t+1) +bg

zs\t/-_'—l) = sum(h;f)’ cee hﬁf)) (1

where the superscript “(#)” indicates ¢-th iteration, @ is the con-
catenation operation, ; denotes the neighbor set of node i and
J« € Nj. mean(-), max(-) and sum(-) are average pooling, max
pooling and sum pooling, respectively. Wg and bg € R/ are learn-

able parameters. We use two different Wy (W € RAXS for hs\})
and W € RAXA for hg\t/) (t > 1)) and two different bg for differ-

ent iterations in Eq. 1 since hg\l/) and hx) (t > 1) have different

shapes (See Appendix A in our online report?). We do not employ
any attention mechanism that considers the different importance
of neighbor nodes in neighbor aggregation since the number of
nodes in WeChat graph is huge and attention mechanisms will
incur additional overhead.

Then, IG-Encoder adds a self-connection to each node so that
the information from the original node attributes will not vanish

2Our online report is available at: https://arxiv.org/abs/2212.02679.
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during the message passing procedure:

s\ = RELU(g'{

i

(t+1) _

=Wsh!” 4D, e Wy

(t+1))

&, (2)

where Wy € Rfi*Xf2 and bs € R/ are learnable parameters, and
RELU(-) is the Rectified Linear Unit. Although Wy and b are up-
dated during training, IG-Encoder always uses the initial represen-
tation vector hgo) in Eq. 2 to retain the impact of the original node
attributes that come from the knowledge of human experts.

After that, IG-Encoder passes e; to a feedforward neural network
followed by an Ly normalization:

q§t+1) _ RELU(qul(Hl) +bq), h§t+1) _ q§t+l)/ Hq(t+1)

L ©

where Wq € Rfi%2fi and bq € R/i are learnable parameters.

IG-Encoder stacks two of the above GNN layers (i.e., Egs. 1, 2 and
3) to extract the representation of node i. The output representation
hl( 1) js fed into a prediction component with a feedforward neural
network to estimate the suspicious score of node i:

(t+1)

»! (t+1)

=0 Wms)T(WP(z) (Wpe) -y +bp,) ) +bP<z>) *+bpey)

(4)
where wy, € R, W, e R W, e R b, ) e R,
by(2) € Rfi and b,(3) are learnable parameters, and o(-) is the
sigmoid function. If p; is larger than a pre-defined threshold p,
node i will be labeled as a BMA.

IG-Encoder can be optimized with a standard binary cross en-
tropy loss (denoted as Lig in Fig. 2) over labeled nodes (in the
training data) for the BAD task. However, IG-Encoder does not
learn node embeddings and use them for the BAD task. Instead, the
global 7f-dimensional feature vectors for node attributes and the
parameters of IG-Encoder are updated and later used to produce
representations for new nodes during detection. Hence, graph rep-
resentation learning based on IG-Encoder is indeed inductive (i.e,
the trained model can be used for unseen nodes), which is essential


https://arxiv.org/abs/2212.02679

WSDM °23, February 27-March 3, 2023, Singapore, Singapore

[1,0,1,...1 \
/
/ [1,0,1,...]/ \
N\

Figure 3: Two exemplifying surrounding structures: (1) Red
node: BMA. (2) Blue node: Account for transactions. (3) Gray
node: Account for delivering services. (4) Green node: Cam-
ouflage account. (5) Yellow node: Fraudster (buyer).

for the BAD task. SGRL, which uses IG-Encoder as its backbone for
representation learning, is therefore also able to generate represen-
tations for unseen nodes.

2.4 Contrastive Structural Encoders

Through manual check, we find that surrounding structures of
nodes are useful in the BAD task. Fig. 3 shows that, to avoid being
easily detected, black market sellers manipulate several accounts
for different purposes like camouflage, attracting fraudsters, trans-
actions, delivering support services, etc. However, these accounts
are controlled by the same person/gang, and their surroundings
often display similar characteristics. For example, for the purpose
of transactions, suspect accounts with similar attributes (blue nodes
in Fig. 3) appear in the surrounding structures of various BMAs.

Although it is difficult to leverage manual rules of surrounding
patterns, as discussed in P1 of Sec. 1, the surrounding structures
(i.e., subgraphs) indeed have rich clues for detecting BMAs. Hence,
we believe it is beneficial to maximize the correlation between a
node and its subgraph and encode the subgraph as a context into
node representation. Along this direction, we design contrastive
structural encoders to maximize the local mutual information (MI)
between the subgraph-level summary s; and the node-level repre-
sentation h; of the center node i via graph contrastive learning [12].

We first use IG-Encoder to encode each node into node-level
representation h. Then, for building contrastive structural encoders,
two issues remain: (1) How do we define the surrounding structure
of a node? (2) How to retrieve subgraph-level summary?

For the first issue, an elaborate way is to design representative
subgraph schemas. For instance, human experts can design sub-
graph schemas according to structural features (e.g., node degree
or graph density) and rule-based features (e.g, frequency of trans-
actions). Apparently, this is costly for a large graph. Moreover, as
new data comes into the graph and cybercriminals are trying differ-
ent strategies to escape the detection, schemas may soon become
invalid. Hence, we choose a simple yet effective design: use the
complete k-hop neighbors of the center node as its subgraph. There
are other sophisticated approaches to automatically retrieve sub-
graphs, e.g., use neighbors having largest personalized pagerank
values w.r.t. the center node [7], or conduct random walks starting
from the center node [14]. But they also introduce randomness:
the subgraph for the same center node may vary at each iteration,
making preprocessing subgraphs difficult. Differently, using com-
plete k-hop neighbors can significantly reduce the time to retrieve
a subgraph since they are fixed and can be preprocessed.
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For the second issue, given a k-hop subgraph, we deploy a read-
out function R : R™fi — RA , where n is the number of nodes in
the subgraph, to summarize f;-dimensional subgraph-level repre-
sentations. Here, we apply average pooling as the readout function:
sj = ﬁ 2 jes; hj, where S; is the set of all nodes in the k-hop
subgraph of node i (including i) and |S;| indicates the number of
nodes in S;. Note that, from now, we omit the superscript “(t)” for
simplicity. Attention mechanisms can be employed in the readout
function to distinguish different importance of nodes. But they typ-
ically require additional parameters and costly operations (e.g., the
Softmax function when inputs contain many elements) that will
incur high overhead on the large WeChat graph. Thus, we do not
incorporate an attention mechanism in current SGRL.

Then, we adopt a self-supervised MI objective for maximizing
MI between the subgraph-level summary representation and the
center node representation:

Npos
Lyi = ) (Bpos [1og (D(hy,5:))] +Eneg [log (1= D(hy,s:))]),

i=1

®)
where N5 is the number of nodes in the positive node set, hy is the
representation of the negative node i’ w.r.t. to i (we will discuss how
to generate negative nodes later), and D (h, s) is a discriminator
that estimates the divergence and assigns probability to the node-
subgraph representation pair (h, s). We use a feedforward neural
network as the discriminator but other designs can also be applied:

T
Dby si) = o(wh) (WY - (h@s)+by)) 463}, (©)

where wg) € Rfl, Wg) € Rflxzfl, bg) € Rfi and bg) are learn-
able parameters. Eq. 5 is a noise-contrastive type objective with a
standard binary cross-entropy loss. Optimizing Eq. 5 maximizes
MI between h; and s; based on the Jensen-Shannon divergence
between the joint distribution (positive samples) and the product
of marginals (negative samples) [5, 18].

Depending on how positive and negative node-subgraph pairs
are generated, two contrastive structural encoders are used in SGRL:

(1) SSS-Encoder, short for Self-supervised Contrastive Structural
Encoder, is designed for the complete self-supervised setting with-
out any labels. SSS-Encoder treats each node i and its subgraph S;
as a positive pair (i, S;). For each (i, S;), SSS-Encoder randomly se-
lects another node i’, and use i’ and S; as the negative pair (i’, S;).
For SSS-Encoder, each node i is a positive node. In the meantime,
i can be randomly selected as a negative node when SSS-Encoder
encodes other nodes in the graph.

(2) SS-Encoder, short for Supervised Contrastive Structural En-
coder, is designed for the supervised setting, where a handful of
labels are available. SS-Encoder uses each BMA i and its subgraph
S; as a positive node-subgraph pair (i, S;). For each (i, S;), SS-
Encoder randomly selects another node i’ from non-BMA set and
use i’ and S; as the negative pair (i’, S;). BMAs and non-BMAs are
labeled by human experts.

For both encoders, negative pairs are randomly regenerated
at each iteration. IG-Encoder used in SSS-Encoder (SS-Encoder)
for encoding nodes is denoted as IG-Encodersss (IG-Encoderss)
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in Fig. 2. SSS-Encoder (SS-Encoder) is optimized using the loss
function in Eq. 5 and we denote it as Lgss (Lss) in Fig. 2. The
output representation for node i from SSS-Encoder (SS-Encoder) is
indicated as h(SSS); (h(SS);) in Fig. 2. We design two related but
different contrastive structural encoders so that human experts are
allowed to get involved in the detection. Although it is difficult to
manually label most nodes, a small number of labeled nodes can
be used as supervision in SS-Encoder to improve representation
learning. And we can observe from experiments (Sec. 4.2.2) that
using two encoders together can achieve better performance than
solely using either SSS-Encoder or SS-Encoder.

2.5 Self-supervised Node Attribute Encoder

We further design a Self-supervised Node Attribute Encoder (SSA-
Encoder). Although most labels are unavailable, we can use node
attributes as the attribute-level supervision to alleviate the reliance
on the label-level supervision. The intuition is that improving the
prediction accuracy of some node attributes (known), which are
strongly correlated with node labels (unknown), can help the at-
tribute encoder capture attribute correlations that benefit the down-
stream BAD task. Fig. 4 depicts the workflow of SSA-Encoder.

Specifically, we first adopt the non-GNN based method XG-
Boost [3], a gradient boosting algorithm that only relies on data
attributes and shows promising results in various prediction tasks,
and train it on a small number of labeled nodes to predict node
labels. After training, XGBoost is able to estimate the importance of
each attribute to label prediction. Then, we pick two most crucial
attributes to the prediction and treat them as pseudo labels of each
node. The reason for using more than one attribute as pseudo labels
is that we find no attribute has a dominated importance value. On
the other hand, including more attributes as pseudo labels may in-
troduce noises since not all attributes have high importance values.
Hence, we choose the two most crucial attributes as pseudo labels
to balance both sides.

After that, we formulate a Graph-based Multi-label prediction
task with Missing Labels (GMML for short) as a self-supervised
learning task for SSA-Encoder:

DEerFINITION 1 (GMML). Given partial attributes of the target node
i, surrounding nodes in the k-hop subgraph of i and their complete
node attributes, predict two pseudo labels of node i.

Multi-label learning with missing labels is well-studied for multi-
label image classification [11], but it receives less attention in graph-
relevant tasks. SSA-Encoder processes all nodes in the graph in each
iteration. For each node i, when SSA-Encoder predicts its missing
labels, we mask two dimensions of its attributes that correspond
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to pseudo labels as missing labels. When SSA-Encoder predicts
missing labels of other nodes that have k-hop subgraphs containing
i, all node attributes of i are known to SSA-Encoder.

SSA-Encoder uses an IG-Encoder (i.e., IG-Encoderssa ) without
the prediction component (Eq. 4) to encode a node i into represen-
tation ﬁ(SSA) i € R/t and then predicts pseudo labels of i:

rj = O'(Wr(z) (wr(l) : B(SSA)i +br(1)) + br(Z))’ (7)

where r; € R? are the predicted probabilities of two pseudo labels
A A A
for node i being 1. Wy, € R2X7 Wy, € R2 %M and br,, € R?

and by, € R? are learnable weights.
We utilize a multi-label prediction loss for optimizing SSA-Encoder:

1 N 2
Lssa = - ; ; [yijlog(rij) + (1 —yij) log(1—rij)]. (8
where N is the number of nodes in the graph, y;; indicates the j-th
pseudo label of node i, and r;; is the predicted probability for the
Jj-th pseudo label of node i being 1.

Compared to GSSL-based methods [6] that randomly mask node
features and then recover, SSA-Encoder predicts attributes that are
crucial to node label prediction. Hence, it “indirectly” links attribute
prediction to node label prediction via attribute importance.

2.6 Putting All Together
Overall, detecting BMAs using SGRL involves two phases:

Pretraining Phase. We pretrain SSS-Encoder, SS-Encoder and
SSA-Encoder independently on the training data with limited labels
to capture the intrinsic properties of WeChat graph from different
aspects. An IG-Encoder (i.e., IG-Encodergetect) used later in detec-
tion is also trained over the limited training labels. All encoders
can be optimized using gradient descent based optimization meth-
ods and we adopt Adam. Note that IG-Encodersss, IG-Encodersg,
IG-Encoderssa and IG-Encodergetect do not share parameters.

Detection Phase. The four pretrained encoders are used for the
lightweight detection on the test data. For a target node i (it may not
exist in the training data), SSS-Encoder and SS-Encoder generate
two node representations h(SSS); € R/t and h(SS); € Rfi. We then
adopt SSA-Encoder to predict pseudo labels for i. The predictions
are used to replace the two attributes in a; that correspond to
pseudo labels to construct another attribute vector aj for i. After
that, we utilize the attribute encoding mechanism introduced in
Sec. 2.3 with feature vectors in IG-Encoderegect to encode a; into
h(SSA); € R7/. Finally, the concatenation of h(SSS); and h(SS);
and h(SSA); is used as the initial representation for node i and fed
into IG-Encodergetect to estimate the suspicious score of node i:

8{” = h(SSS); @ h(SS); ® h(SSA);, ©)

where 1_11(0) € R2*7f  In IG-Encoder jetects shapes of W, and b, in

Eq. 1 are modified according to the shape of BEO) (See Appendix A
in our online report).

The above method that replaces true attributes with predicted
attributes from SSA-Encoder outperforms using original attributes
(see Sec. 4.2.7). Recall that the direct optimization objective of SSA-
Encoder is to capture the correlation between partial attributes
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and pseudo labels. Since we choose two most crucial attributes to
node label prediction as pseudo labels, predicting pseudo labels
accurately can indirectly increase the prediction accuracy of node
labels (the ultimate goal of SGRL). Nevertheless, for some nodes,
the importance values of their pseudo labels do not dominate those
of other attributes, i.e., the original attribute values for the two
pseudo labels are not strongly connected to node labels and they
are not “good” attributes for the BAD task. For such cases, SSA-
Encoder can give predictions that are not the ground-truth pseudo
labels, but they follow captured attribute correlations which can
lead SSA-Encoder to better benefit BMA detection.

3 DISCUSSION

In this section, we provide some discussions about SGRL:

Model Size. We provide the detailed analysis in Appendix B in our
online report. The model size Sig of IG-Encoder is in the magnitude
of fi f> where fi and f; are up to the order of tens (setting f; = 32 and
f2 = 56 in our experiments brings sufficiently good performance).
Note that prevalent GNN-based methods involve at least one weight
matrix in the neural network and their model size is at least fi f2.
The model size Ssgrr. of the complete SGRL, without considering
XGBoost, is four to five times larger than Syg. Nevertheless, Ssgrr
is still in the magnitude of fi f2. In practice, our BMA detection
system is trained offline for the pretraining phase on small, million-
scale data and then its detection phase is performed online on
the large WeChat graph. The additional parameter cost of SGRL,
compared to using IG-Encoder only, is acceptable for the offline
pretraining phase where training time and storage cost are not
strictly limited. The online lightweight detection phase does not
involve parameter update. Considering that SGRL achieves much
better performance than other methods (Sec. 4), the model size of
SGRL is acceptable. In our experiments (Sec. 4.3), we also show that
SGRL can be deployed on billion-scale WeChat graph.

Relation to DGI and DCI. The idea of SGRL is closely related
to Deep Graph Infomax (DGI) [18] and Deep Cluster Infomax
(DCI) [19]. DGI contrasts the whole graph with a node (i.e., global
MI) so that the global information can be embedded into node rep-
resentation. When deploying on a large-scale graph like WeChat,
summarizing the complete graph brings a global context with much
noise. As discussed in Sec. 2.4, the local subgraph provides rich clues
and SGRL contrasts the subgraph with the node in it. In addition,
SGRL maximizes local MI instead of global MI, removing the ob-
stacle to processing a billion-scale graph where summarizing the
global graph-level representation has high cost. DCI can be viewed
as a cluster-based DGI [19] as it contrasts a cluster obtained from K-
Means with the node in it. Although DCI reduces the context level
from the complete graph to a cluster, a cluster in a large-scale graph
is still too large to reveal BMA patterns. Compared to DCI, SGRL
not only uses local surrounding structures in contrastive learn-
ing (SSS-Encoder and SS-Encoder) but also captures attribute-level
correlations to benefit downstream BAD task (SSA-Encoder).

Deployment challenge and design tradeoffs. Due to the large
volume of MMMA data in WeChat, the greatest deployment chal-
lenge is how to achieve good detection performance and avoid
high overhead. SGRL is currently retrained and updated on a daily
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basis to allow sufficient training time. Other design tradeoffs for
reducing cost, which have been discussed in Sec. 2, include using
a homogeneous graph instead of a heterogeneous graph (Sec. 2.2),
avoiding using attention mechanisms (Secs. 2.3 and 2.4), using com-
plete k-hop neighbors instead of sophisticated subgraph schemas
(Sec. 2.4) and using two pseudo labels (Sec. 2.5).

4 EXPERIMENTS
4.1 Experiment Setup

4.1.1 Data. In the offline test, we use a million-scale dataset sam-
pled from WeChat. The graph constructed on this dataset has 4
million nodes and 13.4 million edges. 100,000 nodes are manually
labeled by human experts: half of them are BMAs and the remaining
nodes are non-BMAs. The labels for other 3.9 million nodes are
unknown. Note that we also investigate the impact of the number
of labels in our experiments (Sec. 4.2.3). We randomly divide labels
into 80%/20% for training/test in the offline test. In the online test
on the billion-scale WeChat graph, the SGRL pretrained on the
training set of the offline data is directly deployed for detection.

4.1.2  Baselines. We compare SGRL and its backbone IG-Encoder
with the following state-of-the-art methods (details are provided in
Appendix C in our online report):
(1) Non-GNN classification methods: XGBoost [3] and MLP.
(2) GNN-based representation learning: GCN [9], GAT [17] and
GeniePath [13].
(3) Self-supervised graph representation learning methods:
IG-Encoderpr, [26], IG-Encoderyss [15] and Deep Graph Info-
max (DGI) [18]. IG-Encoderyty, enhances IG-Encoder using
node clustering as additional self-supervised task and opti-
mizes the encoder in a multi-task learning framework [26].
IG-Encoderyss leverages the self-training method [15] to im-
prove IG-Encoder.
Self-supervised graph anomaly detection method: Deep
Cluster Infomax (DCI) [19]. Similar to IG-Encoderyrr,, DCI
adopts node clustering as a self-supervised task. It also decou-
ples representation learning phase and detection phase as SGRL.

“

=

We modify MLP and GCN, which are originally transductive,
with the attribute encoding mechanism used in IG-Encoder so
that they can generalize to new data. In the reported results, we
use abbreviations “XGB”, “IG”, “SSS”, “SS” and “SSA” to indicate
XGBoost, IG-Encoder, SSS-Encoder, SS-Encoder and SSA-Encoder,
respectively. Other abbreviations are explained when they are used.

4.1.3  Hyper-parameters and other settings. Detalils are provided in
Appendix A in our online report. By default, we use 1-hop subgraph
in SSS-Encoder and SS-Encoder. We test several values for the
threshold p used for judging whether the probability p output
in Eq. 4 or other prediction layers in baselines indicates a BMA
or not, and the threshold r for predicting binary labels in SSA-
Encoder according to r output in Eq. 7. Finally, we set p = 0.5 and
r = 0.5 which are sufficient for all methods to work well. For a fair
comparison, we set f = 64 for the attribute encoding in all methods
in the detection phase. We use the Adam optimizer for all methods
if applicable. We tune hyper-parameters of all methods so that they
achieve good results.
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Table 1: Offline performance. Results of SGRL and best base-
lines are shown in bold. Percentages indicate improvements
of SGRL over best baselines.

Model AUC ACC KS Recall | Precision | F1-score
XGB 0.6843 0.6605 0.3253 0.6342 0.6749 0.6540
MLP 0.6851 0.6623 0.3260 0.6612 0.6678 0.6645
GCN 0.7197 0.6607 0.3229 0.6272 0.6778 0.6516
GAT 0.7514 0.6897 0.3802 0.6709 0.7022 0.6862

GeniePath 0.7738 0.7014 0.4100 0.7123 0.7018 0.7070
1G 0.7934 0.7223 0.4331 0.6665 0.7153 0.6901

IGMmTL 0.7962 0.7241 0.4570 0.6550 0.7429 0.6962
IGMmss 0.7949 0.7243 0.4592 0.7154 0.7006 0.7080
DGI 0.7897 0.6900 0.3818 0.6940 0.7098 0.7018
DCI 0.8072 0.6987 0.3991 0.7138 0.7172 0.7155
SGRL 0.9402 0.8606 0.7263 0.8622 0.8622 0.8622

116.48% | 118.82% | 158.17% | 120.52% | 116.06% | 1 20.50%

Table 2: Offline Performance of different variations of SGRL.
Best performance is shown in bold.

Model | AUC ACC KS Recall | Precision | F1-score
1G 0.7934 | 0.7223 | 0.4331 | 0.6665 0.7153 0.6901
SSS 0.8754 | 0.7892 | 0.5790 | 0.7673 0.8064 0.7864
SSSnn 0.8070 | 0.7330 | 0.4680 | 0.6945 0.7575 0.7246
SS 0.8521 | 0.7695 | 0.5427 | 0.7254 0.8002 0.7610
55(2) 0.7893 | 0.7194 | 0.4419 | 0.6570 0.7562 0.7031
SSsg 0.7884 | 0.7153 | 0.4421 | 0.6175 0.7739 0.6869
SSgs 0.8402 | 0.7586 | 0.5230 | 0.6786 0.8068 0.7371
SSnn 0.7900 | 0.7194 | 0.4426 | 0.6350 0.7700 0.6960
SSA 0.8199 | 0.7412 | 0.4882 | 0.6421 0.8068 0.7151
SGRLsa | 0.9046 | 0.8143 | 0.6380 | 0.7833 0.8479 0.8143
SGRLSz 0.9104 | 0.8268 | 0.6559 | 0.8117 0.8403 0.8258
SGRL 0.9402 | 0.8606 | 0.7263 | 0.8622 0.8622 0.8622

4.2 Offline Test

AUC, ACC (accuracy, i.e., the percentage of correctly predictions on
test labels), KS (Kolmogorov-Smirnov statistic [8]), Recall, Precision
and F1-score are used for offline evaluation.

4.2.1  Overall Performance. Tab. 1 reports results of different ap-
proaches in the offline test and we can observe that:

(1) IG-Encoder significantly outperforms other GNN-based meth-
ods GCN, GAT and GeniePath. This observation has supported
our decision of using IG-Encoder as the backbone of SGRL.
SGRL exceeds IG-Encoder by a large margin. Thus the back-
bone IG-Encoder is not the only reason for SGRL’s remarkable
performance.

Compared to IG-Encoder, IG-Encoderytr, and IG-Encoderyyss
generally have better results, showing the effectiveness of re-
cently proposed self-supervised reinforcements [15, 26] on the
BAD task.

Compared to state-of-the-art self-supervised learning methods
IG-Encoderystr,, IG-Encoderyss, DGI and DCI, SGRL consis-
tently shows noticeably superior performance.

2

~

4.2.2  Contributions of Each Encoder. We show the performance of

different variations of SGRL in Tab. 2:

(1) SSAinTab. 2 indicates we uses SSA-Encoder and IG-Encoder getect
together for detection. We can see that all encoders (SSS, SS,
SSA) in SGRL exceed original IG-Encoder. But using any single
encoder does not perform well as using the complete SGRL.

(2) In Tab. 2, SGRLg2 denotes that the output representations from
original attribute encoding, SSS-Encoder and SS-Encoder are
concatenated as node representations. We can find that using
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Figure 6: Representation vi-
sualization: (1) Red: BMAs.
(2) Blue: non-BMAs.

Figure 5: F1-score of DGI,
DCI and SGRL when reduc-
ing number of labels.

SSS-Encoder and SS-Encoder together (i.e., SGRLg2) yields bet-

ter results than only using either SSS-Encoder or SS-Encoder.
(3) Incorporating SSA-Encoder into SGRLg: (i.e., SGRL in Tab. 2)

achieves better performance than solely using SGRLgz.

Based on above observations, we can conclude that each encoder
indeed contributes to the performance of SGRL.

4.2.3 Results Using Fewer or No Labels. Labels in the BAD task is
scarce and the robustness of the detection methods, when facing
fewer or no labels, is crucial to their practicability. We randomly
mask labels in the offline dataset and derive two new datasets with
same numbers of nodes and edges as the original dataset. One re-
tains 60,000 node labels and the other retains 20,000 node labels.
Labels are randomly divided into 80%/20% for training/test as the
original dataset with 100,000 node labels. Fig. 5 reports F1-score of
DGI, DCI and SGRL on three datasets. We can find that SGRL drops
insignificantly as we reduce the number of labels and it consistently
outperforms DGI and DCI. We also test SGRL when no labels are
available. For such cases, SGRL degrades to SGRLs4 (i.e., the outputs
from SSA-Encoder and SSS-Encoder are concatenated as node rep-
resentations) reported in Tab. 2. We can see that SGRLsa performs
well without labels and it is even better than those baselines re-
ported in Tab. 1 that uses labels. In summary, regardless of available
labels, SGRL can consistently provide accurate predictions.

4.2.4  Visualization of Representations. We adopt t-SNE [16] to
visualize node representations generated by SGRL for the test set.
Fig. 6 depicts the result: most BMAs are distributed in the right while
other non-BMAs are located in the left and middle. Representations
of different accounts have a clear distinction, showing that SGRL
produces high-quality node representations for the BAD task.

4.2.5 Choice of MI. We choose to maximize the local MI between
a node and its subgraph in SSS-Encoder and SS-Encoder. There
are other options for the ML In the following, “«” indicates maxi-
mizing MI between the connected two objects. In Tab. 2, we show
performance of other possible choices for MI:

o subgraph«—global graph (SSsg): We use the subgraph repre-
sentation for a node i and the global graph as a positive pair,
and the subgraph representation for a randomly chosen node i’
with opposite label to i and the global graph as the negative pair
in Eq. 5 for SS-Encoder. Apparently, the global graph contains
too much noise and it is hard to tell whether the MI between
a positive subgraph and the global graph should be maximized.
Therefore, this option shows worst performance for SS-Encoder.
subgraph«subgraph (SSss): We maximize MI between sub-
graphs of nodes with same labels in SS-Encoder. According to
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Tab. 2, this alternative design ranks the second among all SS-
Encoder variations, showing the importance of subgraphs in the
BAD task. For SSS-Encoder, we do not know a way to define the
positive subgraph pairs since node labels are unknown. Hence,
we do not experiment SSSgs.

e node—node (SSSyn and SSyp): We maximize MI between two
randomly picked nodes (SSS-Encoder) or nodes with same labels
(SS-Encoder). These variations show much worse performance
compared to default SSS-Encoder and SS-Encoder. This observa-
tion, again, shows the importance of subgraphs.

As a summary, our design that maximizes the local MI between
anode and its subgraph is most appropriate for SGRL.

4.2.6  Choice of k for Subgraph. By default, we use 1-hop subgraphs
(k = 1). We also report the result of SS-Encoder for k = 2, i.e., SS(3)
in Tab. 2: it noticeably degrades the performance of SS-Encoder. A
possible reason is that larger subgraphs introduce noise and first-
order neighbors are more important in subgraphs. Since we do not
use any attention mechanism to distinguish different importance
of nodes in subgraphs, using larger subgraphs degrades the per-
formance. Besides, larger k means longer time and larger memory
cost for the pooling operation over subgraphs. When setting k = 2,
the cost is unaffordable and that is why we do not report SSSy).

4.2.7 Inputs to Pretrained SSA-Encoder. By comparing SSA and IG
(it is fed with original node attributes) in Tab. 2, we can see that
SSA-Encoder show better performance. As mentioned in Sec. 2.6,
SSA-Encoder can predict pseudo labels that may not be the same as
the original attribute values of pseudo labels but follow the captured
attribute correlations which help SSA predict node labels better.

4.3 Online Test

In the online test, we deploy IG-Encoder and SGRL that are pre-
trained on the million-scale “small” data with 100,000 labels used in
the offline test to detect BMAs over the large, billion-scale WeChat
graph. In other words, we do not perform the pretraining phase.

In the online environment, we do not have test labels beforehand.
In practice, BMAs and non-BMAs are severely imbalanced, and
normal detection methods will label most accounts as non-BMAs.
Thus, human experts do not check the large number of predicted
non-BMAs as such manual checks are highly costly, and non-BMAs
do not trigger warming in the detection system anyway. However,
human experts will check all the predicted BMAs before they are
banned by the system to avoid disturbing normal WeChat users.
Considering the above online scenario where predicted BMAs are
more important, we define an online evaluation measure called
Detection Success Rate (DSR) as the evaluation measure. DSR is the
percentage that predicted BMAs are BMAs in reality.

IG-Encoder and SGRL were deployed to detect BMAs over the
WeChat graph once every day within a month. After the test pe-
riod, we summarize each method’s one-month result and remove
duplicated predicted BMAs (an account can be labeled as a BMA
on different days). Then, we measure DSR on the summarized re-
sult for each method. The resulting DSR is 0.7495 and 0.8040 for
IG-Encoder and SGRL, respectively. We can see that both methods
achieve satisfactory performance in the online test. SGRL further
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exceeds IG-Encoder by 7.27%, showing its superiority. Due to se-
curity reasons, we are not allowed to disclose the exact number of
identified BMAs and detailed statistics of the WeChat graph. But
we can roughly report that both methods correctly discover several
hundred thousand BMAs over the large WeChat graph. This is an en-
couraging result as a few human experts may not correctly identify
“unique” BMAs in the same magnitude within a month. Moreover,
most of the identified BMAs are not even included in the “small”
training set used in the offline pretraining phase, meaning that our
system has a strong generalization ability and it can adapt properly
to new, unseen data. In conclusion, the online test demonstrates
that our system can effectively detect BMAs in WeChat.

5 RELATED WORK

Graph Self-Supervised Learning (GSSL). Previous works on
graph representation learning mostly focus on (semi-)supervised
learning, resulting in heavy label reliance and poor generaliza-
tion [12]. Recently, GSSL [7, 15, 26], which extracts useful infor-
mation from pretext tasks that do not rely on manual labels, has
attracted great interest. Various pretext tasks are explored to allevi-
ate label reliance and strengthen model generalization. Examples
include masking features and predicting [6, 26], contrasting graph
instances [14, 18, 25], node clustering [15, 26], and graph partition-
ing [26]. The above works have inspired the design of SGRL.

Graph-based Anomaly Detection (GBAD). GBAD has many
applications [1] and various techniques have been used to improve
GBAD: adopt Heterogeneous Information Networks [22, 24, 29], use
GSSL to decouple learning and detection [19], capture the temporal
information [27, 28], to name a few. Compared to these methods,
SGRL encodes both local structure and attribute-level correlations
into node representations and scales well to large-scale graphs.

Black Market Account Detection in Social Networks. Lee et
al [10, 20] study real money trading detection in online games. But
their methods are rule-based and inflexible. Supervised classifica-
tion [4] and Weighted Generalized Canonical Correlation Analy-
sis [2] are adopted to identify black market activities in Twitter.
Compared to SGRL, these methods heavily rely on annotations that
are almost unavailable in the BAD task in WeChat.

6 CONCLUSION

In this paper, we illustrate our BMA detection system SGRL used in
WeChat. SGRL is designed based on GNN and GSSL. When detect-
ing BMAs in WeChat, SGRL shows not only promising detection
results but also a great generalization ability. Both offline and online
experiments demonstrate that SGRL is able to detect BMAs over the
large MMMA data in WeChat and block their supports for frauds.
In the future, we plan to explore how to reduce the cost of advanced
designs mentioned in Sec. 3 that are not used in current SGRL, and
further improve the detection performance of SGRL.
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